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Although IP has the word internet in the name, the 
protocol does not require “the internet.” This means 
our very secure systems do not have to involve the 
public internet, but rather very secure and closed-
off networks. IP uses packets that contain our data 
with sender and receiver information added to al-
low them to properly route, switch, block, or check 
as necessary. Services, such as data acquisition and 
SCADA control applications, will be packetized and 
placed on the network.

The Future of Internet Protocol
	 The future of the internet protocol is IPv6. The 
new suite of protocols is being deployed in net-
works systematically as we speak. IPv6 allows for 
expanded addressing to accommodate the growing 
demand and limited supply of addresses offered 
by IP. We also gain other ways to handle QoS, and 
IPv6 features mandatory internet protocol security 
(IPsec). Expect IPv6 to become a reality over time 
as you follow a convergence path. Incorporating 
IPv6 into a plan now will help minimize the nega-
tive impact and help maximize the benefits of the 

next generation protocols. The timing is perfect for 
relevant training.
	 Real-time SCADA and non-real-time services will 
be on the same network.
	 A real-time service is a service where the trans-
actions mean something in the moment in which 
they were created, like a phone call. A phone call 
works really well when the listener hears what you 
are saying as you talk. In fact, the time it takes over 
an IP network is somewhere around 150ms or less. 
This is measurable, and we can help assess the 
quality of a real-time service using this benchmark 
of time. Types of SCADA will be considered a real-
time service.
	 Non-real-time services do not have to adhere to 
immediate time constraints. For example, when 
you download a file, all the pieces that make up 
the file may be sent in pieces that must be fit back 
together. If a piece is missing, a file transfer service 
can resend data that is missing because it has the 
luxury of time. However, many retransmissions 
cause transfers to be slow and hinder other services 
on the network. Excessive retransmissions are also 
a sign that devices along the path are not keeping 
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up or the links themselves have high error rates.
	 One way to look at convergence is that it is the 
combination of real-time services and non-real-
time services. These classes of service will compete 
against each other. One has a low latency require-
ment, and the other takes up bandwidth to process 
large quantities of acknowledged data. A network 
connecting centralized databases 
and HMIs to substations will 
have a mixture of data services 
on a converged system. Potential-
ly, real-time services for SCADA, 
voice, and video will exist on the 
network as well as non-real-time 
data acquisition services like 
metering and status and alarm 
monitoring. A balanced policy 
is needed to ensure quality of 
service (QoS) for both categories 
of service.
	 Going IP requires knowledge of 
IP to troubleshoot and install IP 
equipment such as IP RTUs and 
terminal servers for serial data. 
Once you go to a class on setting 
up a network, not only will you 
be able to keep your neighbors 
out of your wireless network, but 
you will also be able to confident-
ly work around IP.

Security: 			 
Another Area to Tackle
Security is a legitimate concern 
for any type of network. With 
SCADA being critical to our in-
frastructure, it is important to be 
thinking and learning all you can 
about security during every step 
of the process.
	 The devices that support the 
network, such as IP-based RTUs, 
server-based HMI interfaces, 
firewalls, switches, routers, 
terminals, and servers, will need 
compliant authorization control 
policies. Deploying such a policy 
requires quite a bit of logistical 
work and deep planning. Tech-
nologies like WiMAX are being 
discussed in the grid to collect 
meter data. One way to secure 

wireless is to limit wireless systems to one-way 
traffic. Wireless nodes in the neighborhood would 
be able to collect data only from metering devices, 
which completely prevents the remote control of 
unauthorized devices and systems. Beyond wire-
less, there are vulnerabilities to wired networks, 
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