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Getting Ready- .

By Hans Scharler

onvergence is a buzzword,
The concept may mean
different things to differ-
ent people. The promise
with convergence is that
we will save money, while
we combine and open up new servic-
es. Sometimes buzzwords lose their meaning when
they're over used. Convergence, convergence, and
convergence,

You might be a manager deciding on how to prog-
ress toward 1P, or yvou might be a SCADA techni-
cian wondering how reliable your systems will be
with IP at the helm. The goal here is to introduce
convergence concepts such as the internet protocol,
quality of service, security, and testing; to cover
some of the challenges; and to discover how to get
ready for [P convergence through effective training
solutions.

Uitilities are facing the convergence of services
onto one network to support SCADA, voice, sur-
veillance video, and data acquisition services from
neighborhoods, the grid, and substations. Combin-
ing discrete nerworks is possible because equip-
ment is shifting to a common protocol, namely the
internet protocol (1P),
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Meeting Challenges, Reaping Rewards
All of this is a scary proposition. Questions of
security, reliability, and quality are probably the
first thoughts that come to mind. All the challenges
created by converged networks are brideged through
proper training, planning, phased-rollouts, compli-
ant security policies, technical expertise, and realis-
tic expectations,

The silver lining is that when properly imple-
mented, we set the stage for new functionality,
have a platform that scales up, and provide seam-
less collaboration among systems, agencies, and
resources. Other industries have been faced with
[P convergence challenges when they tried to
combine voice and data on the same network.
They learned a lot in the process, and we can take
advantage of their struggles and implement training
in advance. In the end, you will be confident that
you have a practical approach to implementing and
mintaining converged networks.

Let's take a moment to look at what IP is all
about.

[P is a suite of protocols that defines methods
to transport data inside of a network and between
networks to ultimately connect devices together.

Continued on page 36
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IP Convergence
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Although IP has the word internet in the name, the
protocol does not require “the internet.” This means
our very secure systems do not have to involve the
public internet, but rather very secure and closed-
off networks. TP uses packets that contain our data
with sender and receiver information added to al-
low them to properly route, switch, block, or check
as necessary. Services, such as data acquisition and
SCADA control applications, will be packetized and
placed on the network.

The Future of Internet Protocol

The future of the internet protocol is IPv6. The
new suite of protocols is being deployed in net-
works systematically as we speak. IPv6 allows for
expanded addressing to accommodate the growing
demand and limited supply of addresses offered
by IP. We also gain other ways to handle QoS, and
IPv6 features mandatory internet protocol security
(IPsec). Expect IPv6 to become a reality over time
as you follow a convergence path. Incorporating
IPv6 into a plan now will help minimize the nega-
tive impact and help maximize the benefits of the

next generation protocols. The timing is perfect for
relevant training.

Real-time SCADA and non-real-time services will
be on the same network.

A real-time service is a service where the trans-
actions mean something in the moment in which
they were created, like a phone call. A phone call
works really well when the listener hears what you
are saying as you talk. In fact, the time it takes over
an IP network is somewhere around 150ms or less.
This is measurable, and we can help assess the
quality of a real-time service using this benchmark
of time. Types of SCADA will be considered a real-
time service.

Non-real-time services do not have to adhere to
immediate time constraints. For example, when
you download a file, all the pieces that make up
the file may be sent in pieces that must be fit back
together. If a piece is missing, a file transfer service
can resend data that is missing because it has the
luxury of time. However, many retransmissions
cause transfers to be slow and hinder other services
on the network. Excessive retransmissions are also
a sign that devices along the path are not keeping
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up or the links themselves have high error rates. wireless is to limit wireless systems to one-way

One way to look at convergence is that it is the traffic. Wireless nodes in the neighborhood would
combination of real-time services and non-real- be able to collect data only from metering devices,
time services. These classes of service will compete which completely prevents the remote control of
against each other. One has a low latency require- unauthorized devices and systems. Beyond wire-
ment, and the other takes up bandwidth to process less, there are vulnerabilities to wired networks,

large quantities of acknowledged data. A network
connecting centralized databases
and HMIs to substations will
have a mixture of data services
on a converged system. Potential-
ly, real-time services for SCADA,
voice, and video will exist on the S KYTERRA
network as well as non-real-time S RA TA LR G AT IO NS
data acquisition services like
metering and status and alarm
monitoring. A balanced policy

is needed to ensure quality of
service (QoS) for both categories
of service.

Going IP requires knowledge of
IP to troubleshoot and install TP
equipment such as IP RTUs and
terminal servers for serial data.
Once you go to a class on setting
up a network, not only will you
be able to keep your neighbors
out of your wireless network, but
you will also be able to confident-
ly work around IP.

Continued on page 38

Security:
Another Area to Tackle

Security is a legitimate concern
for any type of network. With |
SCADA being critical to our in- Reliable
frastructure, it is important to be
thinking and learning all you can Always Ready
about security during every step
of the process.
The devices that support the

network, such as IP-based RTUs,
server-based HMI interfaces,
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including security holes in common operating sys-
tems, the ability to introduce system-wide changes,
user access control, and the human factor. Educat-
ing users of all security levels will be required o
ensure the integrity of the services.

The Network Should Work as You Expect

Stability and reliability come into question with
1-based networks. How often have vou heard
these comments around the office, “The network is
down” or *My email is taking forever to download"?
The good news is that we have to pick and choose
what the converged network will support. We can
limit bulk traffic, compress voice, selectively trans-
mit video, and dedicate bandwidth and prioritize
holding queues for SCADA and mission-critical ap-
plications on network devices such as routers and
switches.

The network will be made up of a mixture of ex-
isting circuits, leased telecom lines, wireless links,
and updated fiber optics. Technicians will have to
properly test and maintain low error rates to sup-
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port the highest throughputs possible for 1P packet,
traffic. A single error may cause a packet to be
retransmitted causing a cascade of issues including
lower quality of service and reliability,

With training on how to use or reuse test tools
like transport testers and laptops, techs will be able
to maintain 1P-based networks, while organizations
will be able to get a return on investment on previ-
ously purchased test equipment. Fiber optics intro-
duces the need for new skills like splicing, cleaning,
and connectorization and requires splicers, power
meters, and regular maintenance supplies. When
new equipment and test sets are necded, look for
precise recommendations that fit into vour organi-
zation and impact the reliability of the network.,

A Total Training Plan

The benefits from IP convergence take time to real-
ize and require a phased plan to avoid premature
convergence, headaches, and resistance. Training
bridges the gap during the transition. Everyvone, in-
cluding managers, planners, engineers, and techni-
cians, require proper training—a
total training plan—to make

the best decisions and to design
stable and secure networks,
Training will enable technicians
to effectively troubleshoot and
maintain next-generation net-
works and services. The perfect
time for establishing a training
program is now. Other enter-
prise industries have dealt with
convergence, and we can learn
from their mistakes and tactics.
Key decisions are being made
today, so making training a part
the process now will have an
impact from the top down. Man-
agers and planners can rest as-
sured that they are making the
best decisions possible, while
engineers and technicians are
enabled to design and support

the power to help you succeed.
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